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Abstract - In wireless sensor networks, the main objective
function is the energy consumption and the constraints are
the packet reliability and delay. To reach a maximum
efficiency, cross-layer interaction is a major design paradigm
to exploit the complex interaction among the layers of the
protocol stack. In this paper, the combination of novel
protocol Breath and HMAC are proposed for control
applications. The MAC layer emulates a full-duplex logical
communication channel in a multi-point network. This
channel may provide unicast, multicast or broadcast
communication service. Breath is designed for WSNs where
nodes attached to plants must transmit information via
multihop routing to a sink. HMAC ensures a desired packet
delivery and delay probabilities while minimizing the energy
consumption of the network. HMAC exhibits a good
distribution of theworking load, thus ensuring a long lifetime
of the network. Therefore, Breath and HMAC are the good
candidate for efficient, reliable, and timely data gathering for
control applications.
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|. INTRODUCTION

A wireless sensor network (WSN) consists of spatialy
distributed autonomous sensors to monitor physical or
environmental conditions, such as temperature, sound,
vibration, pressure, motion or pollutants and to
cooperatively pass their data through the network to a
main location. The more modern networks are bi-
directional, enabling also to control the activity of the
sensors. The development of wireless sensor networks was
motivated by military applications such as battlefield
surveillance; today such networks are used in many
industrial and consumer applications, such as industria
process monitoring and control, machine hedth
monitoring, and so on. The WSN is built of "nodes" from
a few to several hundreds or even thousands, where each
node is connected to one (or sometimes several) sensors.
Each sensor network node has typically severa parts. a
radio transceiver with an internal antenna or connection to
an externa antenna, a microcontroller, an €ectronic circuit
for interfacing with the sensors and an energy source,
usuadly a battery or an embedded form of energy
harvesting. The cost of sensor nodes is similarly variable,
ranging from hundreds of dollars to a few pennies,
depending on the complexity of the individual sensor
nodes. Size and cost constraints on sensor nodes result in
corresponding constraints on resources such as energy,
memory, computational speed and communications
bandwidth. Moreover, the complexity of large networked
embedded systems continues to increase, making heuristic
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and experience-based design practices inadequate at best.
To bridge this gap and derive a correct and efficient
implementation, a system-level approach has been
proposed. By a system-level design for WSNSs, the control
agorithm designers impose a set of requirements on
reliability, packet delay and energy consumption that the
communication infrastructure must satisfy.

In sensor network application usualy generates very
light traffic on the network, this idle-listening mechanism
is very inefficient and wastes significant energy. To
mitigate this energy consumption of idle listening, duty
cycling mechanisms have been introduced in sensor
network MAC protocols. The listening period, in which
the node’s radio is enabled, is divided into a SYNC period
and a DATA period. During the SYNC period an
independent synchronization protocol is used to
synchronize the clocks of the sensor nodes, so that they
can be awake simultaneously with their neighbors. During
the DATA period packets from applications can be sent.
Similar to IEEE 802.11,SMAC uses the RTSCTS
mechanism to avoid collisons between multiple
transmitting nodes, and when a node receives a data
packet, it returns an ACK to the sender. Existing medium
access control (MAC) layer solutions for WSNs generally
aim at reducing energy waste due to channel idle listening
and overhearing. In most of these solutions, per-hop
latency is compromised in favor of energy efficiency, thus
deteriorating end-to-end communication delay. Without
considering the performance requirements at upper layers,
an energy-efficient MAC solution for WSN may not be
optimal from the holistic networking and applications
perspective where end-to-end latency is sometimes an
important consideration.

In TDMA-based MAC protocols, nodes only wake up
and listen to the channel in assigned slots and then go back
to sleep in other dots. Scheduled Channel Polling (SCP)-
MAC does not require long preambles of LPL, and is able
to operate ultralow duty cycles when traffic is light by
synchronizing the channel polling times based on a
common slot structure. Crankshaft is similar to SCP-MAC
and specifically targeted for dense network. It employs
node synchronization and offset wake-up schedules to
restraint the main cause of inefficiency in dense networks.
However, the throughput decreases at low traffic load due
toidledots.

Furthermore, it is difficult to synchronize al the nodes
of the network to eliminate the clock drifting and adapt to
the changes of the topology.Moreover, adapting the slot
assignment is not easy within a decentralized environment
for traditiona TDMA.Some hybrid MAC protocols are
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proposed by combining the advantages of both a random
access with contention and a TDMA without contention.3

To offer flexible quality of service to severa classes of
applications, the IEEE 802.15.4 standard provides optional
hybrid MAC mechanism based on its superframe
structure.  Funneling-MAC mainly uses a CSMA/CA
mechanism in the network except a localized TDMA
agorithm of the funneling region closer to the sink. The
sink node manages the TDMA scheduling of the funneling
region instead of the whole sensor field.

1. PROBLEM DEFINITION

S-MAC by adapting the channel duty cycle based on the
traffic load to the MAC performance. T-MAC technique to
patialy reduce the early sleep-problem in S-MAC.
RMAC extends the listen period in SMAC so that
multiple Pioneer frame packets can be accommodated to
reserve the channel and set up the corresponding data
transmission schedules in the sleep period within a single
MAC frame time. A sensor network design is influenced
by many factors whichinclude.

A. Energy Efficiency/System Lifetime

As sensor nodes are battery-operated, protocols must be
energy-efficient to maximize system life time. System life
time can be measured such as the time until haf of the
nodes die or by application-directed metrics, such as when
the network stops providing the application with the
desired information about the phenomena.

B. Fault Tolerance

Some sensor nodes may fail or be blocked due to lack of
power, have physica damage or environmental
interference. The failure of sensor nodes should not affect
the overdl task of the sensor network. This is the
reliability or fault tolerance issue. Fault tolerance is the
ability to sustain sensor network functionalities without
any interruption due to sensor nodefailures.

C. Scalability

The number of sensor nodes deployed in studying a
phenomenon may be in the order of hundreds or
thousands. Depending on the application, the number may
reach an extreme value of millions. The new schemes
must be able to work with this number of nodes.

I11. PROTOCOL DESIGN

| assume that packets associated to the state of the plant
are transmitted to a sink, which is connected to the
controller, over a multihop network of uniformly and
randomly distributed relaying nodes. No direct
communication is possible between the plant and the sink.
Relay nodes forward incoming packets.
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A. The Breath Protocol

The Breath protocol groups al N nodes between the
cluster of nodes attached to the plant and the sink with
relay clusters. Data packets can be transmitted only from a
cluster to the next cluster closer to the sink. Clustered
network topology is supported in networks that require
energy efficiency, since transmitting data through relays
consumes less energy than routing directly to the sink. In
dynamic clustering method adapts the network parameters.

A cluster header is selected based on the residual energy
levels for clustered environments. However,the periodic
selection of clustering may not be energy efficient, and
does not ensure the flexibility of the network to a time-
varying wireless channel environment. A simpler
geographic clustering is instead used in Breath. Nodes in
the forwarding region send short beacon messages when
they are available to receive data packets. Beacon
messages are exploited to carry information related to the
control parameters of the protocol. When anode receives a
beacon message with the updated number of clusters, then
the node adapts to its cluster based on a rough knowledge
of itslocation.

B.HMAC

| present a new MAC protocol, which is referred to as
hybrid MAC (HMAC), which is suitable for WSNs in
terms of energy efficiency, latency, and design
complexity. HMAC combines channel-allocation schemes
from existing contention-based and time-division multiple-
access (TDMA) based MAC protocols to alow the
realization of tradeoffs between different performance
metrics. It uses a short slotted frame structure and a novel
wakeup scheme to achieve high-energy performance, low
delivery latency, and improved channel utilization. The
proposed protocol (HMAC) combines energy-efficient
features of the existing contention-based and time-division
multiple access (TDMA)-based MAC protocols and
adopts a short frame structure to expedite packet delivery.
HMAC is simple and scalable since each node does not
have to maintain neighborhood information. HMAC
provides routing layer coarse-grained quality-of-service
(QoS) support at the MAC layer. To the best of our
knowledge, very few existing MAC layer works handle
such QoSissuesin WSNs.

Quality of service-aware medium access control assigns
each flow a channel-access priority to reduce the queuing
delay for high-priority flows but it still suffers from along
end-to-end delay. The MAC protocols presented in reduce
the end-to-end delivery latency while increasing control
overhead without considering different performance
demands between flows.
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C. Proposed HMAC mechanism
Unicast / Broadcast data exchange between nodes can

be performed asfollows:

1) Each node turns on its radio during its own wakeup slot
and sleeps during all the other wakeup slots.

2) Each sender randomly picks up a data slot and
announces the data slot number along with the receiver’s
node identifier via a “WAKEUP” message in the
receiver’s wakeup slot.

3) Upon reception of a “WAKEUP” message, a node
checks the embedded node identifier in the “WAKEUP”
message. If it is the intended receiver, then the node turns
on its radio for the incoming data packet in the specified
data slot; otherwise, it just sleeps. If a broadcast addressis
included in the “WAKEUP” message, then al nodes
receiving this message should wake up in the specified
data slot simultaneously.

4) If any collision occursin anode’s wakeup slot, then the
node turns on its radio for a duration long enough to
receive an RTS packet at the beginning of each data slot
for a possible incoming data packet. If the node learns that
it is the intended receiver from the received RTS message,
and then it keeps the radio on to receive the data packet;
otherwise, it returns to sleep in the remaining period of the
data slot. This way, a node can minimize the extra energy
cost under such a situation.

5) In each data slot, unicast data transmission must follow
the well-known RTS/ICTS/DATA/ACK scheme in
IEEE802.11 to avoid the “hidden terminal problem,”
since two senders may choose the same data slot to send
data to their receivers at the same time, and the
transmissions happen to be in a common interference
range.

IV. STATE MACHINE DESCRIPTION

Breath distinguishes between three node classes: edge
nodes, relays, and the sink. The edge nodes wake up as
soon as they sense packets generated by the plant to be
controlled. Before sending packets, the edge node waits
for a beacon message from the cluster of nodes closer to
the edge. Upon the reception of a beacon, the node sends
the packet. Consider a relay node k. Its detailed behavior
isillustrated by the state machine of Fig. 1, as we describe
in thefollowing:
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Fig. 1. State machine description of arelay node executing the
Breath protocol.

Calculate Sleep State: the node calculates the
parameter pk for the next sleeping time and generates
an exponentialy distributed random variable having
average 1 =pk. After this, the node goes back to the
Sleep State. pk is computed such that the cumulative
wake-up rate of the cluster pc isensured.

Sleep State: the node turns off its radio and starts a
timer whose duration is an exponentialy distributed
random variable with average 1= pk. When the timer
expires, the node goes to the Wake-up State.

Wake-up State: the node turns its beacon channel on,
and broadcasts a beacon indicating its location. Then,
it switchesto listen to the data channel, and it goes to
theldle Listen State.

Idle Listen State: the node starts a timer of a fixed
duration that must be long enough to receive a packet.
If a data packet is received, the timer is discarded, the
node goes to the Active-TX State, and its radio is
switched from the data channel to the beacon channel.
If the timer expires before any data packet is received,
the node goes to the Calculate Sleep State.

Active-TX State: the node starts a waiting timer of a
fixed duration. If the node receives the first beacon
coming from a node in the forwarding region within
the waiting time, it retrieves the node ID and goes to
the CSMA/CA State. Otherwise, if the waiting timer
is expired before receiving a beacon, the node goes to
the Calculate Sleep State.

CSMA/CA State: the node switches its radio to Hear
the data channel, and it tries to send a data packet to a
node in the next cluster by the CSMA/CA MAC. If
the channel is not clean within the maximum number
of tries, the node discards the data packet and goes to
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the Caculate Sleep State. If the channel is clear
within the maximum number of attempts, the node
transmits the data packet using an appropriate level of
radio power and goesto the Calculate Sleep State.

The sink node sends periodically beacon messages to
the last cluster of the network to receive data packets.
Such a node estimates periodically the traffic rate and the
wireless channel conditions. Once the results of the
optimization are achieved, they are communicated to the
nodes by beacons. According to the protocol given above,
the packet delivery depends on the traffic rate, the channel
conditions, number of forwarding regions, and the
cumulative wakeup time.

V. MODELLING OF THE PROTOCOL

In this section, | model the reliability, packet delay
distribution, and total energy consumption of the network
A. Reliability Constraint

In this section, a data packet can be lost at a hop because
of a bad wireless channel or packet collisions. The
collision probability is determined by the CSMA/CA
MAC. Therefore, to analyze such a behavior, we use a
Markov chain. The Markov chain state is refers to the
assessment of the channel state during CCA. They alow
us to compute the probability of successful transmission in
CSMA/CA as the probability that exactly one node
transmitsand n-1 are silent.

B. Delay Constraint

The delay between edge to sink is given by the sum of
the delays experienced by a packet at each hop. There are
two sources of delay: Time to wait before the first wake-
up of anodein the next cluster: Let such atime be denoted
with i for cluster i. Time to wait for clean channel: Since
the Breath protocol uses CSMA/CA, a node spends a
random time before sensing idle channel. Denote with "i
such a time for cluster i. By summing these delays per
each hop, we obtain the delay model. However, | assume
that the backoff time can be approximated by a Gaussian
distribution whose average is matched with the average
and standard deviation of a uniformly distributed random
variable.

C. Energy Consumption

The total energy consumption is the total energy for
transmission and reception of data packets and is the
energy consumption for wake-up, listening, and beaconing
during atimeT.
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Fig.2 Total energy Consumption based on the number of hops.

VI. EXPERIMENTAL RESULTS

A. Control Packets

It defines the number of Route Request Control Packets
and Number of Route Reply Control Packets which is
divided by the tota number of control Packet Sent. The
following figure shows about the number of control
packets achieved from the Breath and HMAC protocol .
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Fig.3 Number of control Packets achieved for both Breath and
HMAC application

B. Delay

It defines that inter arrival between first packet and
second packet sent divided by the total data packet
delivery time. The Following figure shows the delay for
each number of packets received when applying HMAC
protocol.
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= e VII. CONCLUSION
S i e e | designed and implemented Breath and HMAC
e i =t protocols that are based on a system-level approach to

guarantee explicitly reliability and delay reguirements in
| wireless sensor networks for control applications. The
| | protocol considers duty cycle, routing, MAC, and physical

awomn———| ll layers all together to maximize the network lifetime by

i ' [ teking into account the trade-off between energy

S [ | consumption and application requirements for control

o | ! applications.] developed an analytical expression of the

R (R N R total energy consumption of the network, as well as

Fig.4 Validation of average and variance of delay given by reliability and delay for the packet delivery. These

experimental results, respectively. relations allowed us to pose a mixed real-integer

constrained optimization problem to optimize the number

C. Average Active Time of hops in the multihop routing, the wake-up rates of the

rersoh CE® nodes, and the transmit radio power as a function of the

.,.,..ms AverageActiveTime!] routing, MAC, physical layer, traffic, and hardware

T platform. An agorithm for the dynamic and continuous

T adaptation of the network operations to the traffic and

- ' | channel conditions, and application requirements, was

P |/ { proposed.
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